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DETAILED ACTION 
Response to Arguments 

1. Applicant's arguments with respect to independent claims 1, 6, 12, 17, and 23 
have been fully considered but they are not persuasive. 

Applicant argues that the Arora patent does not teach nor suggest reading a 
stored previous privilege level state and comparing the read previous privilege level 
state to the current privilege level. However, Arora discloses comparing the 
architectural current privilege level (previous privilegeJevel state) with the privilege level 
of the EPC instruction (current privilege level state) wherein comparing privilege levels, 
it is understood that the stored privilege level (stored in CPL 38) must be read in the 
comparison process. See Col. 6, lines 46-61. 

Applicant also argues that the Arora patent does not disclose the limitation of 
promoting the current privilege level to a second privilege level which is higher that the 
first privilege level if the previous privilege level state is equal to the is equal to or less 
privilege that the current privilege level. However, Arora discloses increasing the 
current privilege level if the privilege level of the EPC is higher than the CPL (Col. 6, 
lines 46-61). 

2. Applicant's other arguments with respect to claims 1,6, 12, 17, and 23 have been 
considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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Claims 1-5, and 12-16 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

Regarding independent claims 1 and 12, the relationship between the stored 
previous privilege level and the first privilege level is unclear. It is unclear as to what 
privilege level is being stored as a previous privilege level. 

The examiner would like to suggest amending the claim as follows to overcome 
this rejection: 

Claim 1, line 7, replace "instruction including: reading a stored previous privilege 
level..." with - - instruction including: storing the first privilege level as a stored previous 
privilege level state; reading a stored previous privilege level..." 

Claim 12, line 9, replace "instruction as follows: reads the previous privilege 
level..." with - - instruction as follows: stores the first privilege level as a previous 
privilege level state; reads the previous privilege level..." 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth In section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over Arora 

(6,393,556) in view of Mattison (US 2002/0069316). 
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Regarding Claims 1 and 6, Arora discloses a method of promoting a current 
privilege level ("change current privilege level to a higher privilege level", Column 6, 
lines 46-61) wherein the current privilege level controls application instruction execution 
in the system by controlling accessibility to the system resources (Column 1, lines 30- 
41), the method comprising: performing a privilege level promotion instruction by the 
operating system (Column 4, lines 13-27, and Column 6, lines 46-61), the privilege 
promotion instruction being stored in a first page of memory (instruction memory 36 
storing a plurality of instructions... see Figure 2) wherein processing these instructions 
direct the processor to change the privilege level (privilege promotion instructions, see 
Col. 2, lines 19- 37), the privilege promotion instruction including: reading a stored 
previous privilege level state; comparing the read previous privilege level state (CPL 38) 
to the current privilege level (comparing the current privilege level to the instructions 
privilege level wherein this case the instruction's privilege level is the current privilege 
level and the stored privilege level is the previous privilege level, column 6, lines 46-49); 
and if the previous privilege level state is equal to or less privileged than the current 
privilege level ("since the EPC instruction directs the processor to change the 
architectural privilege level to a higher privilege level...", promoting the current privilege 
level to a second privilege level which is higher than the first privilege level ("...increase 
the architectural current privilege level from privilege level 3 to privilege level 0"). In 
comparing privilege levels, it is understood that the stored privilege level must be read 
in the comparison process. 
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Arora discloses processing "branch" instructions (Col. 3, lines 55-67) and "return" 
instructions instructing the program to return from a subroutine; wherein branch and 
return instructions need return addresses for returning from a particular branch. Branch 
instructions involve altering the program path by branching to a subroutine in a 
particular branch address and returning to the original program path using a stored 
return address. 

Arora does not teach storing the privilege level promotion instruction in a page of 
memory not writable by application instructions at a first privilege level. Mattison 
discloses restricting processor access to instructions stored in main memory when in a 
particular mode of operation (in this case main memory is not writable by the processor 
and this particular mode of operation represents the processor's privilege level, see 
paragraphs 0015-0016). It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the system of Arora to restrict access to 
memory as done by Mattison thus allowing the system to only allow authorized 
modifications to memory (Mattison, paragraph 0014). 

Regarding Claims 12, 17 and 23 Arora discloses a computer system comprising 
a processor (Figure 2, processor 30) having current privilege level which controls 
accessibility to the system resources (Column 1, lines 30-41 and Column 4, lines 13-16; 
see Figure 2, CPL 38) and having a previous privilege level state ("second privilege 
level". Column 6, lines 27-32); a memory (Figure 2, Instruction memory 36) having a 
plurality of memory pages including a first memory page storing a privilege promotion 
instruction ("memory stores a plurality of instructions" such as an "EPC instruction which 
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directs the processor to change the privilege level of the architectural current privilege 
level"; see Column 3, lines 20-25 and Column 4, lines 13-27); and performing the 
privilege level promotion instruction as follows: reading a stored previous privilege level 
state; comparing the read previous privilege level state (stored in CPL 38) to the current 
privilege level (comparing the stored current privilege level to the instructions privilege 
level wherein this case the instruction's privilege level is the current privilege level and 
the stored privilege level is the previous privilege level, column 6, lines 46-49, column 6, 
lines 46-49); and if the previous privilege level state (stored in CPL 38) is equal to or 
less privileged than the current privilege level ("since the EPC instruction directs the 
processor to change the architectural privilege level to a higher privilege level...", 
promoting the current privilege level to a second privilege level which is higher than the 
first privilege level ("...increase the architectural current privilege level from privilege 
level 3 to privilege level 0"). In comparing privilege levels, it is understood that the 
stored privilege level must be read in the comparison process. 

Arora discloses processing "branch" instructions (Col. 3, lines 55-67) and "return" 
instructions instructing the program to return from a subroutine; wherein branch and 
return instructions need return addresses for returning from a particular branch. Branch 
instructions involve altering the program path by branching to a subroutine in a 
particular branch address and returning to the original program path using a stored 
return address. 

Arora does not teach storing the privilege level promotion instruction in a page of 
memory not writable by application instructions at a first privilege level. Mattison 
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discloses restricting processor access to instructions stored in main memory when in a 
particular mode of operation (in this case main memory is not writable by the processor 
and this particular mode of operation represents the processor's privilege level, see 
paragraphs 0015-0016). It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the system of Arora to restrict access to 
memory as done by Mattison thus allowing the system to only allow authorized 
modifications to memory (Mattison, paragraph 0014). 

Regarding Claims 2, 8, 13, and 19, Arora discloses the method of promoting a 
current privilege level wherein the step of performing the privilege promotion instruction 
further includes: if the previous privilege level state is more privileged then the current 
privilege level ("if the EPC instruction specifies a privilege level lower than or the same 
as the architectural current privilege level..."), taking an illegal operation fault ("the 
processor will issue a fault", Column 6, lines 55-61). 

Regarding Claims 3, 9, 14, and 20, Arora discloses the method of promoting a 
current privilege level wherein the system resources include system registers 
(architectural register set. Column 3, lines 61-67). 

Regarding Claims 4, 10, 15, and 21, Arora discloses the method of promoting a 
current privilege level wherein the system resources include system instructions 
("memory 36 stores a plurality of instructions that are processed in the pipeline", column 
3, lines 22-25). 
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Regarding Claims 5, 11, 16, and 22, Arora discloses the method of promoting a 
current privilege level wherein the system resources include memory pages (Figure 2, 
instruction memory 36). 

Regarding Claim 7, 18, and 24 Arora discloses the method of promoting a 
current privilege level further comprising: performing a return instruction including: 
transferring instruction control flow to the stored return address to the first page of 
memory ("a return instruction would instruct the processor to decrease the architectural 
current privilege level to the previous privilege level", Column 6, line 65-Column 7, line 
3); and demoting the current privilege level to the stored previous privilege level. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Midys Rojas whose telephone number is 571-272-4207. 
The examiner can normally be reached on M-F 5:30 AM - 3:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Mano Padmanabhan can be reached on 571-272-4210. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
October 14th, 2005 




